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BE3BEJJHOCHU MEHAIIMEHT VY OBJIACTHU
SAIUTUTE KPUTUYHE NHOPACTPYKTVYPE ¥V
PEITYBJININ CPBUIU — CTAE U ITEPCITEKTUBE"

Caxceinax: [lojam ,, kputuuuna ungpaciupyxiuypa’ iociuaje geo bezbegro-
CHOT guckypca nocae Xaagnol pawla Kaga Hacmajy upeu upasHu u UoauiuyKu
axiiu Koju cagpaice 08aj iojam. 3akon o KputuuuHoj ungpaciupyxkiuypu y Peiiy-
onuyu Cpouju yceojen je 2018. togune, a Kao jegno 0g 8axdCHUjux uuinarba Koje je
ypeherno 3axonom jecie HagnexCHOCH U 0gl080PHOCIU CYOjeKailia y cuciiemy
sawiuuite kpuiiuyne ungpaciupyxiuype. llpegmeiu hawel uctupasicusarba o6uo je
be3begHOCHU MeHauMeHil Y obnaciuy 3auwiiuite KpuiluyHe uHppactupyKiiype, a
Kao pesyauiaiiu ciposegenol uciupasicusarea y pagy cy. 1. Ugentuuguxosanu
HUBOU, 8pCIlie U HAGIEHCHOCTH De30egHOCHOT MeHauMeHilia y oonaciu 3auinuiie
Kputduune ungpactupykidype; 2. Yiuiephen ruxoe melhycoonu ognoc u 3. Jaite
iipeilopyke Mepa u pewera Koje je iotpebHo ipegyseili pagu YCuoCtasbarba
UHTHETPANTHOT cuciueMa 3awinuite y 060j obaaciuu.

* Pax je HACTA0 Kao pe3ysTar paja Ha HayYHO-HCTPAKHUBAYKOM TIPOjeKTY ,,IIpaBHA TpaIu-
[{ja U HOBU mpaBHU u3a30Bu™ y 2020. ronuHu, a unju je Hocunan IlpaBuu dakynret y HoBom
Cany.
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Kuwyune peuu: 6e30egnocuu menaymeniu, yiupasoarse pusukom, yiupasoarse
KPU30M, KpUTUUYHA UHGPACTUpYKILypa, cuciiem 3awiiuiie, oliepaimlopu Kpuiiuy-
He uHpaciupyriype.

1. YBOJI

MelyHapoaHUM JOKYMEHTHMA Ha TII00ATHOM' ¥ pErHOHATHOM HHBOY? YTBP-
hena je obaBe3a apkaBa ga Mpemy3My Mepe W aKTHBHOCTH Ha TIJIaHY CTBapamba
cTabuiHOr 1 6e30eqHor ApymTBa y Kome he rpahanu 6utu 3amruhenu o nocie-
JMIa HeXeJbeHUX norahaja u3a3BaHUX MPUPOJAHUM KaTtacTpodama, JbYACKUM
JIeTTaTHOCTHMA M TEXHHYKHUM aKIuJeHTHMa. Pann ncrymaBama HaBeIeHUX 00a-
Be3a MOTPEOHO je U3rpaiuTH CUCTEM 3AIITUTE KOju he CMambUTH PU3UK O HACTY-
nama HeKeJbeHOT Joralaja 0HOCHO Koju he OTKIOHUTH MIIM YMaWmUTH IITETHE
HOCTIENIIE YKOJIMKO HeXKeJbeHN forahaj HacTynu. Y Tom cMuciy Haponna ckym-
HITHHA J0HeNa je HarmonanHy crparerujy 3aliTUTE U cllacaBamba y BaHPEIHUM
cuTyaljama’ 4mja je cBpxa ,,3alliTUTa KUBOTA, 31paBjba U HUMOBHHE Tpal)aHa,
JKUBOTHE CpeAuHe M KyITypHOT Haciieha Perryonmke Cpouje”, mok je 3akoHOM O
CMamCHby PU3MKA U yIpaBJbakby y BaHPEIHUM cuTyanujama (y JajbeM TeKCTY:
30CPuYBC)* ycroctaBibeH HHCTUTYIIHOHAIHN OKBUP MHTETPAIHOT CHCTEMA
3aIITUTE W CIlacaBara y BAaHpEOHUM cutTyanujama y Permryommmu Cpouju. VY 3o-
CPuYBC ytBphena cy Hauena cucrema 3alTuTe, ogpe)eHn HUBOM Ha KOjUMa je
noTpeOHO Mpeay3eTH Mepe U aKTUBHOCTH, ofipeheHn CyOjeKTH HaJIe)KHU Ja
Mpeay3uMajy Mepe U aKTHBHOCTH Ha CBaKOM HHUBOY, ypeheH mehycoOHu ogHOC U
KOHKpETHE 00aBe3e 00BE3HMKA OBOT 3aKOHA.

! Bua. Munenujymeky geknapanujy OYH y Kojoj ce kKao jenaH ojf IPHOPUTETA TIOMUELE
3aIITHTA PABLUBHX KaTeropHja, pe cBera Jele, ajli U YOIIuTe rpal)ana oqHOCHO [UBHIIA Y BaHPEI-
HUM CHTYyallljaMa u3a3aBaHuX paToM, NpupoaHuM katactpodama u ci. United Nations Millennum
Declaration, A/55/L2, General Assembly, 18 September 2000. https://undocs.org/A/RES/55/2, 14.8.
2020. Takohe Buja. OkBHp 3a cMambebe pu3nKa o karactpoda u3 Cennaunja 3a nepuog 2015-2030
ycBojeH Ha Tpehoj cBeTckoj koHbepeHuju Opranu3zaimja yjeAnbeHUX Halija Koja je ofipiKaHa
18. mapra 2015. ronune y Cennawujy, http://ruczrs.org/wp-content/uploads/2019/09/Okvir-za-sma-
njenje-rizika-od-katastrofa-iz-Sendaija-za-period-2015.-2030..pdf, 12.8.2020.

2 Bua. Jlupextusy 2007/779/EC kojom ce npeasulja ycroctaBibame MexaHnu3Ma 3a UBUIIHY
3aIITUTY Ka0 MEXaHU3Ma 3a capajiiby y IpkaBama wiannama EY Ha ruiaHy crpeyaBarmba OJHOCHO
CMameHa NocIeanIa y ciiydajy Behinx karactpoda nza3BaHUX PUPOJHUM, TEXHOIOMIKUM HIIH
JbyACKHM (haKkTopoM. hitps://eur-lex.europa.eu/legal-content/EN/TXT/?uri=LEGISSUM:128003,
npuctyibeHo 20.8.2020.

3 HanmoHallHa CTpareruja 3aliTUTe U cliacaBama y BAHPEAHUM cuTyalujama, Cryocoenu
inacnux PC, 6p. 86/11.

4 3aKOH 0 CMamCHy pU3HKa 0] KaTacTpoda U yInpasibaky BAHPEIHUM CUTyanujaMa — 30-
CPu¥YBC, Cnyacoenu tnacnux PC, 6p. 87/18.
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VY ucTo BpeMe yCcBOjeH je M 3aKOH 0 KPUTHIHO] HHOPACTPYKTYypH> (Y TajbeM
tekcTy: 30KI) kojuM je neduHuCaH CUCTEM 3aIUTUTE KPUTHYHE HHPPACTPYKTY-
pe (y masmem Tekcty: cucteM 3amTute KM). Cuctem 3amrute KU1 xao mpeamet
3alITUTE UMa CaMoO OHE 00jeKTe, CUCTEME M MPEXe KOjH Cy OJl er3UCTeHIINjaIHE
BaXXHOCTH 32 JIPYIITBO Y CMHUCIY J1a BbBUXOBUM oIlTehemeM, YHUIITEHEM HIIH
HeyHKLIMOHUCAKHEM HACTajy IITETHE MOCIeIUIE TI0 )KUBOT U 3/1paBJibe IpalaHa,
HaIlMOHATHY 0€30€THOCT, jJaBHO 3/IpaBJhe WIIN PEIOBHO (PYHKITHOHUCATHE PIKaB-
HUX oprasa. Y ToM cMuciy cucteMm 3amtute KU u cuctem 3amrure u cnacaBama
Yy BaHPEIHUM CHTyaIrfjaMa KOMIJIEMEHTAPHHU Cy CHCTEMH KOjH CE 3aCHUBAjy Ha
rOTOBO HJACHTHYHUM Hadenuma. 30or Tora 30CPuYBC y onmtum nuramuma
Koja Hucy perynucana 30K Moike mMaTu CynCHAHjapHY IPUMEHY U KapaKTep
omuter 3akoHa (lex generalis), TOK TUPEKTHY IPUMEHY UMa y CHTYyallljaMa Kajaa
HACTYTH HeXXeJbeHH foral)aj v Kajia HallIe)KHOCT y yIIPaBJbamby KPU30M IpeNia3h
Ha PenyOnnuku mtab 3a Banpenne cutyanuje (y gabem texcty: PILIBC).

Cuctem 3amrutre KU y Penyomumm CpOuju mpeacTaBiba CIOKEH CHCTEM
KOra YnHe Cy0jeKTH Pa3InYUTOr HUBOA, CTaryca, QyHKIHje U oBramherma, a Koju
Mpeny3uMajy HA3 Mepa M aKTUBHOCTH y IIAJBY 3aIITUTE KPUTHYHE HHPPACTPYK-
Type (y najbem Tekcty: K1) unme ce ocTBapyjy NpeTnocTaBke 3a HOpMajaHO U
penoBHO (GYHKIIMOHHCAE APYIITBA U ApkaBe. Mimajyhu y BUIy BeTuku Opoj
Pa3sIMYUTHX aKTepa KOju Mpeny3uMajy Mepe U CIIPOBO/IE aKTUBHOCTH Ha TIAHY
samtute KU y Perryonumm Cpowujn, yiora 6e30€1HOCHOT MEHAIIMEHTA Y CHCTEMY
3amTUTe Hamehe ce Kao MuTame Off U3y3eTHe BaxHOCTH. 13 Tor pasiora, nmpen-
MeT HallleT UCTPaKUBama je 6€30eMHOCHN MEHAIMEHT y obyacth 3amrtute K1
y PenyOmuuu CpOuju.

2. KPUTUYHA NHOPACTPYKTYPA U CUCTEM 3AIUTUTE
KPUTUYHE UHOPACTPYKTYPE

Konnent KU npencraBiba penaTUBHO HOB KOHIIETIT. MeljyTUM, HOBUHA Yy
OBOM KOHIIENITY HHUj€ CBECT O TOME JIa je MOTPeOHO 3aIlTHTH HajBaKHU]Y WH(Dpa-
CTPYKTYPY Koja je condicio sine qua non oncTaHka JApylITBa U Apxkase. Joi je y
ITpBom momaraoM ripotokoiy JXKenescke korBeHItuje u3 1949. romune (ITporokon 1)°0
ouna npeasuleHa 3amTuTa HHPPACTPYKTYPE KOja je HEOMXOAHA Ja IIUBUITHO
CTAaHOBHUIITBO MPEKUBHU. Y UCTOM aKTy Yy JIETY KOjH CE OJHOCH Ha 3aIITUTY IU-
BUJIa Ka0 NPEeAMET 3alITUTEC HABCACHU CYy U )KUBOTHA CpC€AUHA U I/IHCTaJIaHI/IjC

5 3akoH 0 KpuTHuHO] HHppacTpykTypH — 30KU, Cryscbenu iracnux PC, op. 87/18.

¢ Buj. ui. 53 — 56, [Ipsor goxatHor mpotokoia JKeneBcke KouBeHuje u3 1949. ropgune. V:
W3Bopu meh)yHapogHOT XyMaHUTapHOT TpaBsa, (yp. Becra Kueocesuh-Ilpeguh, Cawa Aspam u
JKemwko Jlexcaja), beorpan, 2007. http://www.mfa.gov.rs/sr/images/stories/komisija/MKCK%20-
%201zvori%20MHP.pdf, 14.8.2020.
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Koje canprke oracHe cuiie (OpaHe, HACHIIH, HYKJIeapHU 00jeKTH | CJ1.), a YHjIM 0N
omrehemeM NN YHUIITCHEM OMIIM ITPOY3POKOBAHH BEJIMKHU ITUBUIIHU T'YOUIIH.
Y Tom cmuciy HoBHHA Y KoHTIENTY KU jecTe cBecT o moTpedn 3a jeTMHCTBCHUM
MPHUCTYTIOM y 3amTuTH HenokynHe KU koja ce ocTBapyje nenoBameM HHTErpu-
CaHOT CHCTeMa 3amTuTe. TepopucTruku Hamanu y byjopky (2001), BamwarTo-
Hy (2001), Magpuny (2004), Jlonnony (2005) 1 ApyruM €BpOIICKUM U CBETCKUM
TrpaZioBUMa caMo Cy YUYBPCTHIIN HJIEjy O CTBapamy HHTETPHUCAHOT CHCTEMa 3a-
mTuTe 300r yera je u nojam KU mocrao 3acTyIJbeHUjU y jABHOM JTUCKYPCY.
[IpBH KOpaK y ycmocTaBibamy jeMUHCTBEHOT cucTeMa 3amTtute KU mpen-
craBsba nepunucame nojma KU. 3naderme nmenuie ,,madpactpykrypa’’ ykasyje
Jla je ped 0 MaTepHjallHOj OCHOBHH KOja je MPeTIOoCTaBKa 00aBihama GyHKITH]a
JprKaBe WK OpraHu3aluje, a Ipuaes ,,KpuTHIHa  Orke oapehyje MaTepujanny
OCHOBY Kao BHUTAJIHY, CYIITHHCKY OJJHOCHO OJf €T3UCTEHIMjalIHEe BaXXHOCTH 3a
o0aBibame HajBAXKHUjUX (PYHKIHMja Jp’KaBe OAHOCHO OpraHu3anuje. AHannu3a
moauTHUKHX®, mpaBHKX’, cTpyunnx'? u reopujckux!! onpehema KU morBpania

7 Bun. Peunuk cprickor jesuka, Matuia cpricka, Hosu Can, 2011, ctp. 462 nnn Longman
Dictionary of Contemporary English 5th Edition.

8 Bun. Ha npumep: Austrian Cyber Security Strategy, Federal Chancellery of the Republic
of Austria, Vienna, 2013, p. 20.; https.//www.bmi.gv.at/504/files/130415 strategie cybersicherheit
en_web.pdf, 12.8.2020. An Emergency Management Framework for Canada — Third Edition,
Emergency Management Policy and Outreach Directorate, May 2017, p. 21.; https://www.public-
safety.gc.ca/cnt/rsres/pblctns/2017-mrgnc-mngmnt-frmwrk/index-en.aspx, 12.8.2020. Presidential
Police Directive — Critical Infrastructures Security and Resilience, The White House, February
12 2013. https.//obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-
directive-critical-infrastructure-security-and-resil, 12.8.2020.; National Strategy for Critical
Infrastructure Protestion (CIP Strategy), Federal Ministry of the Interior, Berlin, 17th June 2009,
p. 4. https://www.bbk.bund.de/SharedDocs/Downloads/BBK/EN/CIP-Strategy.pdf? _blob=publi-
cationFile, 12.8.2020.

® Bua. Council Directive, 2008/114/EC on the identification and designation of European
critical infrastructures and the assessment of the need to improve their protection, Official Journal
of the European Union, L 345/75.

10 Bup. Protection of Critical Infrastructures against Terrorist Attacks: Compendium of Good
Practices, Compiled by Counter — Terrorism Committee Executive Directorate (CTED) and United
Nations Office of Counter — Terrorism (UNOCT) in 2018, p. 19. https://www.un.org/sc/ctc/wp-
content/uploads/2018/06/Compendium-CIP-final-version-120618 new _fonts 18 june 2018 opti-
mized.pdf, 12.8.2020. unu Protection of Critical Infrastructures — Baseline Protection Concept,
Federal Ministry of the Interior, www.bmi.bund.de, 12.8.2020.; Nicolas Castellon and Erik Frinking,
Securing Critical Infrastructures in the Netherlands — Towards a National Testbed, The Hague
Security Delta, 2015. https://www.thehaguesecuritydelta.com/media/com_hsd/report/53/document/
Securing-Critical-Infrastructures-in-the-Netherlands.pdf, 12.8.2020.

' Bun. JaBop Mumnomesuh, ,,[IpOTHBTEpOPHCTHYKA 3aMITHTA EHEPIETCKUX TMOCTPOjeEbha”,
Bojno geno 6/2018, 363-382; Danijela Proti¢, “Critical Infrastructures: Threats, Vulnerabilities and
Protection”, Military Technical Courier, 2016., Vol 64, No 3, 812-837; Mupxko LlIkepo, Bragumup
ArtespeBul, ,,3amTuTa KpUTHUHE HHOPACTPYKTYPE M OCHOBHH eJIeMeHTH ycKkiahuBama ca Jlupek-
tuBoM Casera Esporie 2008/114/ES”, Bojno geno 3/2015, 192-207; Mapuja Muhosuh, be3dentnocuu
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j€ 1a cy OCHOBHH €JIEMEHTH 3a JIe(hHHUCAkhE KPUTHIHE HHPPACTPYKTYPE yIIPaBo
MaTrepujaiHa OCHOBA (IIy TEBH, KeJIEe3HULE, TOCTPOjetbha, TEXHUYKO — TEXHOJIOIKH
CHCTEMH U CPEJICTBA U CJI.) U MHCTPYMEHTAJIHU KapaKkTep TAKBE OCHOBE Y CMUCITY
Jia ce IbeHUM MOCTOjaleM MIIM HOPMaJIHUM (pyHKIMOHUCAEM JOIPUHOCH 33710~
BOJbEIbY TIOTpeba ApyIITBa, Ap’KaBe U ojeauHna. Pememe nmpuxsahero y 30K
y CKJIaJly je ca pe3yJITaTiMa HaBE/ICHE aHAIM3E U [TPpeMa ’heMy KPUTHYHY UH(pa-
CTPYKTYpPy YHHE ,,CHCTEMHU, MpeXe, 00jeKTH UM IbUXOBH JIEJIOBH, YHjU TTPEKU
(GYyHKIMOHUCAKA HIIM MIPEKH] UCTIOPYKE poda OIHOCHO YCIIyTra MOXe MMaTu
030MJpHE TIOCJIEIUIIE Ha HAIMOHAHY 0€30€IHOCT, 3ApaBJhe M JKUBOTE JbYIH,
MMOBHUHY, )KUBOTHY CpEAMHY, 0e30eqHOCT rpal)ana, eKOHOMCKY CTaOMITHOCT, OJ1-
HOCHO YTPO3UTH (yHKIMOHKCame Pemybnmke Cpouje?.

Crnenehu kopak y ycrnocTaBbamwy jeAUHCTBEHOT CHCTEMa 3alITUTE jecTe
onpehuBame cekTopa y KojuMa MOCTOju HHPPACTPYKTypa Koja IMa KPUTHIHHU
3Hauaj. OnpehuBame KPUTHUHHUX CEKTOPa YBEK je MOBE3aHO ca QyHKIMjaMa Koje
HEKO JIPYIITBO CMaTpa YCJIOBOM ONCTaHKa U HOPMATHOT KHBOTA. VIcTOpHjCKO —
KOMITapaTUBHUM METOAOM YTBPHEHO je Aa ce BpEMEHOM IIUPUO OpOj KIbBYUHUX
¢byukIHjal3, ma ce mpema TOMe MIUPHO U KPyT cekTopa'4. OBoM mmpermy (GyHK-
L{ja IONPUHEIH CY MMOJTUTHYKHU MPOLECH KOjH CY BPEIHOCTH MOjeINHIIA U FbETOBE
notpede UCTAKIIM Y TIPBHU TUTAH JPKABHUX MPHOPUTETA, alTd M Pa3B0j TEXHOJIO-
THje Koja je JaHac MPeTIocTaBKa peJOBHOT (pyHKIIMOHHCAA CBUX MOjeJUHAYHUX
CEeKTOpa, 300T yera ce TOBOPH 0 KPUTHYHO] HH(POPMAIIHOHO] HHPPACTPYKTypH',
Ka0 MOCEOHOM CEerMEHTY 3alITUTE y CUCTEMY 3allTuTe nenokymnue K.

acrekTn GyHKIMOHHCAka KPUTHYHE HHPPACTPYKTYpe Yy BAaHPEIHUM CUTYyalljaMa — JOKTOPCKa
nuceptanuja, Gakynrer 6e36exnoctu, beorpan 2016, 31.

1230KH, un. 4. cT. 1.

3Y CA/l je mpeacenunuka qupektBa u3 1996. rofaume TpetTupana KpUTHIHY HHPPACTPYKTY-
Py Kpo3 MpU3My yTHIaja Ha eKOHOMCKY U 0a0paMOeHy Moh, 1a O HAKOH TEePOPHCTHYKHX Hama/a
2001. ronuHe KPUTHYHY HHPPACTPYKTYPY YHHIIH 00JEKTH, CHCTEMH U MPEKe KOje TOIPUHOCE
HAI[MOHATHO] 0e30eTHOCTH, EKOHOMCKO] 6e30€THOCTH, jaABHOM 3ApaBiby U 0e30eTHOCTH. YIIOp.
Critical Infrastructures: What Makes Infrastructure Critical? Report for Congress, Congressional
Research Service, The Library of Congress, updated January 29, 2003. u National Infrastructures
Protection Plan, Department for Homeland Security, 2019, Attps:/www.dhs.gov/xlibrary/assets/
nipp _consolidated snapshot.pdf, 14.8.2020.

14 TIpBOGUTHO aMEPUYKO PELIECHE CaAPKaIIo je 8 cexTopa, 1a Ou KacHuje 6o 13 u Ha Kpa-
jy 16 cextopa kputnuHe HHPpPACTPyKType. Buan nperxonuu uzsop. Y TEOPUjCKUM paJoBUMa y
PenyGnunu CpOuju y kojoj o 2018. roguHe HUje OHII0 3aKOHA Yy OBOj 00JIACTH Ka0 CEKTOPU KPH-
THYHE HHOPACTPYKTYpE UACHTU(GHUKOBAHH CY CHEPIeTCKU CEKTOP, TEJICKOMYHHUKalUje, GaHKap-
CTBO, TPAHCIIOPT, BOOCHa0AeBabe, XUTHE ciIyx0Oe u ci1. Bua. JlaBop Munomesuh, ,,IIpotusrepo-
pUCTHYKA 3alITUTa CHEPTETCKUX TOCTPOjerma”, Bojuo geno 6/2018, 365-366. unu pax y Kome je
UICHTU(PHUKOBAHO 6 cekTopa KpuTuyHe HHppacTpykType Danijela Proti¢, “Critical Infrastructures:
Threats, Vulnerabilities and Protection”, Military Technical Courier, 3/2016.

15 UnentudukoBame moceOHe BaXXHOCTH HHPOPMAIIMOHUX TEXHOJIOTHja KA0 KDUTUYHE HH-
(dopmarone MHPPACTPYKTYPE KA0 OCHOBE 3a LEJOKYITHY KPUTHYHY HHPPACTPYKTYPY IIPUCYTHO
je y Crpareruju pa3soja napopmaipone 6e36eqnoctu y Penyonunn Cpbuju 3a nepuos ox 2017.
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,»AHATN30M ceKTOpa y KojuMa ce Bpun uaeHtudukanuja KU y Pemyonumm
CpO6uju, Mmoxxemo BuIEeTH 11a je onpehusame KU ko Hac y 3HayajHOj Mepu Xap-
MOHHM30BAHO Ca pelIemhrMa APYTuX apkaBa. MehyTum, oHO mWTO /10 cana HUje
pasMoTpeHo jecTe cTeneHoBame enemenata KU jep, 00jeKTHBHO TiieqaHo, HUCY
CBHU €JIEMEHTH MCTOT 3Hadaja. To Ou 3HAUMIIO 1a OW 3amITHTA TOjeIUHUX eJeMe-
HaTa Mopalia Jia ce OABHja IpeMa CTeleHy BUXoBor 3Hauaja (1, 2, 3 cremnen).
Jlasbe To 3HaUM 1a Tpeda OXPETUTH U KPUTEPHjyMe 3a CTEIICHOBAHE eIeMeHaTa
KU mwto HY y jeAHOM ITOKYMEHTY (IIpaBHOM, 0€30€AHOCHOM HMJIM IPyTroM) HUje
yunmbeno. ! YV Xomanauju'’ noctoju momena Ha A u b xateropuje cekropa KU,
IIpH YeMY je Ha MpuMep Kateropuja A auctpuOynuja eJeKTpUYHe eHepruje Ha
HAIIMOHAJHOM HHBOY, TPOU3BOAHa Ha)Te U raca, CKIaANIITeHE HyKICapHUX
MaTepHja u cil., a KaTeropuja b nuctpuOyuuja enekTpuuHe eHepruje Ha peruo-
HAJIHOM HHUBOY, GUHAHCH]CKU CEKTOD, MP KaBHU OPTaHU KOjU pajl 3aCHUBAjy Ha
JOCTYIHOCTH M MOY3/1aHOCTH MH(POPMaMOHUX crucTeMa. @opMaiHO UCTHLAE
3Hauaja oxpeleHux cexTopa, aau 6e3 KaTeropusallije Ha BHUIIE U HIKE CEKTOpE,
npucyTHO je u 'y Jupextusu 2008/114 EBporickor caBeTa Koja je I0HETa paau
npeay3uMama Mepa M akTHBHOCTH y €HEPIeTCKOM CEKTOpY My 00acTu caobpa-
haja na muBoy EVY, 1ok je npeacennuukom aupektuBom y CAJI'E, kojom je dop-
MyJnrcaHa monuThuka y oomactu 3amtute KU y CAJl, nCTakHYT 3Ha49aj HCTUX
ceKTopa (eHepreTuka u caobpahaj).

Tpehu xopak y ycrocTaBibamy jeAUHCTBEHOT CHCTEMA 3aIITHTE JECTE OApe-
huBame Mecta, yiore, obaBe3a 1 Mel)ycoOHOT olHOCa CBHX cy0jeKaTa KOju YhHe
cucrema 3amtute K1 n nponucuBame miIaHoBa 1 mpoLexypa 1o KojuMa mocTy-
najy. OaroBopHOCT 3a ypehuBame, OpraHn30oBame, KOOpAUHALM]Y, HAaJA30pP 1 KOH-
Tposty cuctema 3amrtute KM mma Hekonnko cy0jekara ca ynpaBjbadkUM OBJIa-
nrhemrMa Koju urHe 6e30eIlHOCHN MEHAIMEHT y 0BOj o0nacTu. YeTBPTH KOpak
mozipa3syMeBa IoCcTynak uaeHTuukanmje u onpehuBama KOHKPETHUX CHCTEMA,

10 2020. ronune (Cryacoenu iracuux PC, 6p. 53/17) n'y 3akony o nnpopMaronoj 6e36e1HocTu
(Cayacoenu inacnux PC, 6p. 6/2016, 94/2017 77/2019). Y apyrum gpxaBaMa Takolje je HCTaKHYT
3Hauaj MHPOPMALMOHUX TEXHOJIOrHja y 0Boj obmactu. Buau: Austrian Cyber Security Strategy,
Federal Chancellery of the Republic of Austria, Vienna, 2013, 20.; Protection of Critical Infra-
structures against Terrorist Attacks: Compendium of Good Practices, Compiled by Counter — Ter-
rorism Committee Executive Directorate (CTED) and United Nations Office of Counter — Terrorism
(UNOCT) in 2018; An Emergency Management Framework for Canada — Third Edition, Emergency
Management Policy and Outreach Directorate, May 2017, 21.

16 Jby6omup Crajuh, ,,3amrira KpuTHIHE HHYPACTPYKTYpE U MPUBATHO 00e36eheme”, V
Xapmonuzayuja cpiickol u mahapcxol iipasa ca iipasom Eepoiicke ynuje, (yp. Jbydomup Crajuh),
[MpaBuu pakxynrer y HoBom Cany, Hosu Cag, 2018, 124-125.

17 Bun. Nicolas Castellon and Erik Frinking, Securing Critical Infrastructures in the Net-
herlands — Towards a National Testbed, The Hague Security Delta, 2015, 9.

18 Bug. Presidential Police Directive — Critical Infrastructures Security and Resilience, The
White House, February 12, 2013. https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/
presidential-policy-directive-critical-infrastructure-security-and-resil, 12.8.2020.
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objexata n Mmpexka kao KU 3 gera cieme obaBese 3a orepaTope Tako oapeheHnx
cucTema, Mpexa u odjekara. [letu kopak mozmpasyMeBa npey3uMame KOHKPET-
HUX Mepa ¥ aKTUBHOCTH Ha TUIaHY CMabeha PU3HKa OJJHOCHO OTKJIAharha IITEeT-
HUX TIOCJICIUIIA y CKJIaay ca MPETXOMHO JAe(PUHUCAHUM yJIoraMa y CUCTEMY 3a-
mtute. Ha kpajy, mociemu Kopak mojipasyMmeBa KOHTUHYyHpaHo nipalieme u
aHanu3y QyHKIMOHKMCamka cucteMa 3amtute KU, BpeaHoBame pe3yrara u eBeH-
TYaJIHO OTKJIamkhakhe YOUCHUX HeI0CTaTaKa.

[ewma 1. [TocTymax oprann3oBama 1 (pyHKIIHOHUCAaka cucTema 3amrtute K1

y

Hedunncame K1

l

Onpehusame cextopa K1

l

IIpomucuBame npasa u
obase3a cy0jexaTa y
cuctemy 3amrure KU n KH, BpenroBame 1 KOpeKnuja

TIJTaHOBA M Mpouecaypa Imo YOYEHHX Ca00CTH M HEAOCTaTaKa

KOjHMa IIOCTYIIajy

l

Unentuduxanuja u
oapehuBame K1

IIpahemwe u ananu3za
(byHKUMOHKCAba CHCTEMA 3AIITUTE

A 4

JlenoBame ynpaBibadkor H
U3BPILHOT JENa CUCTEMA
3amrure KU y cknany ca

3akoHOM

3. BEBBEAHOCHU MEHAIIMEHT Y OBJIACTHU 3ALUTUTE
KPUTUYHE UHOPACTPYKTYPE
3.1. YnpaB/bauku aeo cucrema 3amrure KU

VY caoxenom cucremy 3amtute KU pasnukyje ce ynpaBibauku U M3BPLIHH
JIe0 cucTeMa. YIpaBJbaukKy €0 YHMHE OHM CyOjeKTH KOjHU Cy OBIamIheHu jia mia-
HUpajy, ypehyjy, opranusyjy, KOOpAMHHUPAjy U BpIIE HAI30p U KOHTPOIY Haj
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W3BPIIHUM JieioM cucteMa 3amrute KU, 1ok u3BpIIHM €0 YHHE OHH CYOjeKTH
KOjU Cy Jy>KHU Jia TPeIy3uMajy Mepe ¥ aKTHBHOCTH Ha MJIaHY CMambCha PU3HKA
OJIHOCHO CIIpeYaBama U/WUJIN OTKJIalkamha MTEeTHUX nocienuia. Cyojekara ca
yIIpaBjbadykuM (yHKIHMjaMa UMa BUIIIE U OHH IIPEACTaBIbaj)y 0€30€THOCHN Me-
HAlIMEHT y 0BOj o0Oiactu. CTpaTerujcku HUBO MeHalIMeHTa unHe HapomHa ckyn-
mtuHa U Brana. HapogHa ckynmtuna nonena je Hanuonaany ctparerujy 3a-
NITHTE W cllacaBarba Y BAHPEJHUM CUTYyallHjaMa Kao TMOJTUTHUKK M CTPATEIIKH
OKBHD 3a JICJIOBAhE HA MJIAHY CMambeiha PU3MKA U YIIPaBJbakha Y BAHPEIHUM
cutyanujama, kao 1 30KU u 30CPuYBC kojuma cy neuHHCaHU PaBHU U WH-
CTUTYLMOHAHHA OKBUPH cucTeMa 3amtute KU u crcrema 3aimtuTe U criacaBama
y BaHPEIHUM CHTYyallfjama.

30KU nepunanme KU (wi. 4), mponucyje noctynaxk uaeHTH(GUKALINje U Of-
pehuBama KU (ai. 5 — 7), cy0jekTe KOju YUECTBY]y Y HAaBEACHUM TOCTYIIINMA U
HBUX0Ba OBJNAlINCHA U TYKHOCTH, UICHTUPHKY]e OCHOBHE MPHHIIUIIE OPTaHU30-
Bama U PyHKIIMOHUCama cucTema 3amture KU (wi. 3) u np. 30CPuYBC je kom-
TJIEMEHTapaH MpaBHU akT y obnactu 3amtute KU, 30or uera pemema n3 30CPu-
YBC mory O0uTH MOz IPUIIMKOM Npeay3uMama Mepa y oonactu 3amrure KH.
[open tora, 30CPnYBC nma qupekTHy npumeny y ooiactu 3amrute KU 'y oHom
neny’ koju ypehyje nurame namrexaocTd PIIIBC unja HaaIeKHOCT CE YCIIO-
CTaBJba y CIIy4ajy HACTYMaha yrpokaBama, OMeTarmha pajaa uin yuumrema KU,
Brnana mponucyje kputepujyme 3a unentuduroame KU, omrydyje o mpemio-
3uma HoBuX cekTopa KU koju Hucy npeasulern 30KU1 u ommykom oapehyje K.

Koopaunupajyhu nuso menanmenta yunu MVYII koju ypebyje, mianupa,
KOOpAHMHHPA, KOHTPOJHUIIE aKTHBHOCTH, KOMyHUIIMPA U Jjaje HHPopMaIuje y
Be3n ca KI?° u PIIBC koju mpeny3nMa Mepe Ha OTKJIamamy WIN CMabHBaIby
HMITETHUX MOCTCAIA HeXxeJbeHOT goraljaja. MUHHCTApCTBA HAJICKHA 32 CEKTO-
pe KU yuHe onepaTuBHU J1Ie0 MEHAIMEHTA KOjH, 110 yHATNpel TPOIHUCAHUM KPH-
TepUjyMHUMa, CIIpoBoje TTocTynak uneHTudukanuje KM n noctasipajy mpemiore
n3MmeHa u nonyHa KU y cBojum cekTopuma HajkacHuje 10 31. okToOpa cBake
TOJIMHE.

3.2. Be30enHocHn MeHayuMeHT onepatopa KU

WzBpuanm neo cucrema 3amrute KW unne oneparopu KU unju 6e36enHocHI
MEHAUMEHT je y’KaH 1a u3paan be3de HOCHN IUTaH 3a yrpaBibame pu3nKom?!
(y naseeM TekcTy: be3OeqHocHM naH) U fa ra mogHece Ha carnacHocT MY I1-y.
Bbe30enHOCHU TUIaH caipiKu Mepe CMambemha PU3NKa, 1e(UHHILE OATOBOPHOCT U

1930KH, um. 11.
20 30KH, uu. 4, cT. 2.
21 30KU, um. 8.
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onipehyje my»KHOCTH, T€ yCIIOCTaBJba OKBUP 32 IMMOCTYNAkE Y INJbY OTKIIamkama,
OJHOCHO CMamea mocieauia 6e30eIHOCHUX NPETHH Ae(pUHNUCAHNX Y aHATH3H
pH3HKa, Koja je cacTaBHHM Jeo Iutana. OBae Ou Tpedasio pasMUCIIUTH O TOME J1a TTPO-
1ieHa pu3rka u be30enHoCcHY iaH Oy Ty JBa OJIBOjeHA aKaTa U 3a TO ITOCTOj! BUIIE
pasiora. [IpBo, mporeHa pru3nKa je akT KOj! Caap>Ku TIOTSHIIH]aJTHE O0JIMKE yTPO-
skaBama KU, omuc \mUXOBOr cajipikaja, BepoBaTHONY HacTymama, MOCISIUIE
Koje Ou HacTalie, T/Ie C€ MOT'y jJaBHTH H KOje Cy cJlade TauKe CHCTeMa, HHIHKATO-
pe u ci. Y TOM CMHCTY NMPOIIeHa PU3HMKa je aKT KOju nmpeTxoan bezbennocHom
TJIaHY ¥ Ha OCHOBY KoTa ce 0e30eTHOCHE TpoIeype Koje Cy cacTaBHU Jeo Tiia-
Ha u3palyyjy. Carnacaoct MY1l-a Ha nporieHy pu3uka Ousa Ou OCHOBA 3a U3pay
aJIeKBaTHOT M KBAJIIMTETHOT be30eaHoCHOT miaHa.

Hpyro, nporieHa pu3rka nMa QyHaaMEHTaTHH 3Ha4aj 3a U3pajy aJIckBaTHOT
cucreMma 3amrtute KU, ma je 300r Tora Ha CTpaTerujckoM HUBOY IMOTPEOHO Mpo-
MUCaTH METONOJIOTH]Y U3pajie MpoLeHe PU3HKa Koja OM OuIla jeTMHCTBEHA U 3a-
JeTHUYKA 33 OIIepaTope Y CBAaKOM CEKTOpY, ITo O oMoryhmiro 60Jbe youaBame
npobiieMa u pa3MeHy nH(opmalrja u3Mely ornepaTopa u orneparopa u yrpanibad-
Kor gena cuctema 3amtute KM, MeTtomomnoruja y 061acT 3aITHTE O KaTacTpo-
(a MOKe MMOCTYKUTH Kao OCHOBA M MPUMEDP 32 METONOJIOTH]y MU3paje MPOLECHE
pHU3HKa U TIJIaHOBA y 00J1aCTH 3aIITUTE KpUTHYHE HHPpacTpykType. Tpehe, nma-
jyhu y Buny 3Hauaj cucrema 3amrute KW u HuBo ogroBopHoctu oneparopa K
Tpebano 6u moHeTH mpoueHy pusznuka 3a KM Ha HarmoHaTHOM HUBOY, 3aTHM Ha
CEKTOPCKOM HHMBOY M T€K Ha Kpajy Ha HUBOY 1mojeauHavHor onepatopa KU, Y tom
CMUCTY TIPOIICHU pU3HKa OMJI0 OM AaTO MECTO KOje aKT TaKBE BPCTE UMa y CHUCTE-
my 3amtute KU y ynopennum peniemnrMa’?, y HallleM CUCTEMY CMabeiba PH3H-
Ka ¥ yIpaBJbamka y BAaHPEIHUM CUTyallijaMa U Y HaIllUM pelIeuMa TTOBOIOM
HEKHX JIPYTUX MMHTakha Kao MTO je 00pOa MpOTHB Mpamka HOBIA U (DUHAHCUPAA
TepopuzMaZ’,

[Ipouena pusuka Ha HUBOY oneparopa KU tpedaio Ou na o0yxBaru:

1. Ananu3y mocjaoBHOT, 0€30€THOCHOT, ITPaBHOT, €KOHOMCKOT M COITHjaJTHOT
OKpYyXkera y koMe QpyHKInonuie oneparep KU;

2. AHanmn3y CEeKTOpPCKE B Mel)yCEeKTOPCKE 3aBUCHOCTH Ca MOCEOHUM OCBPTOM
Ha nocieanie cekTopeke u Mehycekropeky 3asucHocT KU y cektopy enep-
ruje, THPOPMAITMOHUX TEXHOJIOTHja U caoOpahajue HHPPACTPYKTYPE;

3. Ananusy moryhe cekTopcke u Mel)yCeKTOpCKe capaliibe Y yIpaBibamy pu-
3WKOM U YTIPaBJbay KPHU30M;

22 Bun. npumMepe Yjenumernor Kpasesctsa, Kanane, CAJl u 1p. y Protection of Critical
Infrastructures against Terrorist Attacks: Compendium of Good Practices, Compiled by Counter
— Terrorism Committee Executive Directorate (CTED) and United Nations Office of Counter —
Terrorism (UNOCT) in 2018.

23 BuJi. 3aKOH O CripeyaBary Mparba HoBLA 1 QHHAHCHPaba TepopusMa, CruyoicoeHu LIaCHUK
PC, op. 113/17.
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4. Ananu3y noctojehe nHppacTpykType ca HACHTUDUKOBAHNM ClTab0CTUMA

Y MOTyhHM anTepHATUBHUM pelliekhUMa Y CIy4ajy HACTYMamha YHUIITSHA

nnu omrehema (Ha mpuMep MOCTOBa Wil caoOpahajHuma u ci.);

5. Ananuzy u3Bopa u 00JIMKa yrpojkaBama ca IoCEOHUM OCBPTOM Ha HAMEpHE

Y HEHaMepHe aKIHJIeHTE; YTpoXkKaBame y GU3NIKOM U BUPTYEITHOM IIPOCTO-

pYy; MOjeAMHAaYHE UIIM CEPUjCKe HamaJe; CoJbHE WM YHYTpallbe 00IHuKe

yrpoxkaBama; 00JIMKe YIPOXKaBama y JeHOM CEKTOPY M OHE KOjH Cy JIe0

Hamaza Ha Apyre CEKTOpe U Jp.

Ha ocrHoBy n3BpiieHe mporieHe Ha HuBoy oneparopa KU morpedHo je u3pa-
nutu bes0egHocHHU miaH Koju Tpeba Aa caapKu Mepe Koje Tpeba mpenys3eTu
(axMUHHCTpaATHBHE, OPTaHU3AIMOHE, TPABHE, TEXHUYKE, CAHUTAPHE U CII.) pajIn
CMameha PU3MKa OJHOCHO CMamberha TOCJIeNLA YKOIUKO IITETHH Aorahaj Ha-
CTyMH, e(UHICATH OATOBOPHOCT y CUCTeMY 3amTuTe oneparopa KW u nzpaau-
T 6e30eIHOCHE POoLEeAYpe Kao MPOoMHUCaHe CTaHAapAe NOCTyNama y CBAKO]
CUTYAIIH]j! KOja je y TIPOIIeHN pU3UKa HACHTU(GUKOBAaHA Kao yrpoxasajyha. Mako
3akoH To He npeasula, bezdeqHOCHN MTaH MOrao Ou Aa CaAp>KU U JTUCTY MHIUKA-
TOpa OIHOCHO TIOKa3aTesba Ja HemocpeHa OMacHOCT 0 ITHNeHN CHCTEM TIPEeNiCTO-
j1, Kako OM aKTUBHOCTH Ha OPTaHU30Bamy U (PyHKIIMOHUCAY CUCTEMA 3aIlTUTE
Omute 6IaroBpeMeHe B OTKIIOHHJIE YTPOXKABAHE OTHOCHO CMAFbHJIE TIOCIIEAHIIE Y
Cilyyajy Ja WTeTHH Aoralaj HacTymu.

3aKOHOM je IMPOIUCAHO Ja orepaTop oapehyje oduimpa 3a Be3y>* kao aure
KOj€ je OATOBOPHO 32 KOOPAMHALM]Y M KOMYHHUKaIHjy oneparopa ca MYII. O¢unn-
pa 3a Be3y oupa MVYII Ha mpeior omeparopa. Odurup 3a Be3y je JUIe Koje CITYKU
Kao KOHTaKT u3mel)y oneparopa u MVYIl-a, koje 00e30ehyje cTanny KOHTpOIYy pu-
3WKa U IPETHHU, 00aBenITaBa o0 MpoMeHamMa y OJHOCY Ha KpUTHYHY HH(PaACTPYyK-
Typy, obaBemrasa MYII o eBanyanuju pusuka, NpeTHU U PABUBOCTH, KOOPAHU-
HUpa be30eTHOCHUM TIJIaHOM, BPIITH TECTHpamka Kpo3 BexOe U Ipyre aKTHBHOCTH
npeasuleHe MIaHoM U 00aBJba CBe APYyTe MOCIOBE BE3aHe 3a KpUTUUIHY HH]pa-

CTPYKTYDPY.

3.3. Hexu npodJieMu 6e30eJHOCHOT MEHAIMEHTA
y cuctemy 3amrute KN

Wnentuduxarnuja KU je mocTymnak y koMe MUHACTAPCTBA HAIJICKHA 32 CEK-
tope KU npenTudukyjy nappacTpyKTypy Koja uciymana ogpeleHe yciaoBe Kao
KPUTHYIHY HHPPACTPYKTYpY. a Ou Ha/17Ie’KHO MUHHCTApCTBO CIIPOBETIO MOCTY-
nak uaeHtupukanuje KM norpeOHO je mpeTXoAHO YTBPAUTH LITA je HHPpacTPyK-
Typa y CBaKOM CEKTOPY M YTBPAUTH KPUTEPUjyMe Ha OCHOBY KOJUX HaJIJIEKHO
MUHHUCTaPCTBO BPILH T3B. IPOLEHY KPUTHYHOCTH OJHOCHO UICHTU(HKY]e ofpe-

24 30KMH, uu. 9.
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heny uHPpaCTPpyKTYypy Kao KpUTHIHY. Y METOMOTOTHjU U3paae U caapikaja
MpOLIEHE PU3KKa 0] KaTacTpoda U IJIaHa 3alITUTE U criacaBama (Y JajbeM TEKCTY:
MeTtomonoruja) Koja ce Hajla3u y IpHIoTy YITYTCTBA O METOMOJIOTH)H U3pajie U
caap:Kajy IpoleHe pu3HKa of] KatacTpoda U IJaHa 3alITUTE U cllacaBarmba HaBe-
JIEHO je mTa 00yxBara HHpPaCTPyKTypa y cBakoM cektopy? KU u To Moke OuTH
roJjia3Ha ocHOBa rpu uaeHTuukanuju KU,

Biama Tpeba a yTBpIH OIIIITE, CEKTOPCKE U Mel)ycekTopCcKe KpuTepujyme°
npeMa KojuMa Ou ce HaBeleHa HH)PAacTPYKTypa UACHTU(HUKOBATIA M OApenna
kao KW. Ynopenna permrema He 1ajy jeAUHCTBEH OATOBOP y BE3W HAUMHA WJICH-
TUdUKALKje KpUuTeprjyMa?’, alii MOCTOje aJIeKBATHH MPEJIJIO3U KOjH MOTY TIOCITY-
KUTH Kao OCHOBA 3a CPIICKO perieme. Kao monazHa 0OCHOBHA MOXe TIOCTYKHTH
JHupektusa 2008/114?% y xojoj ce ka0 KpuTepHrjymMu HaBoje: Opoj xkprasa (KOju
ce mporiewmyje crpam Moryher Opoja MpTBUX U pambEeHUX); TOCIICIUIIE TTO TIPUBPE-
Iy (EKOHOMCKa BpPEIHOCT, MOCEAUIIE TI0 )KUBOTHY CPEAHHY, CTEIICH CMambeha
KBaJIUTETa YCIyTe W MPONU3BOMIA) U YTUIIA] HA jaBHOCT (YTHIIA] HA PETOBHO
3aJI0BOJbaBamE MOTPeda, TeECHE MaTHhe, oBepemke Y QYHKIMOHUCAKE jJaBHUX
cyx6m). Y 3ajemanukoj cryauju Komurera 3a 60poy mpotus Tepopuzma OYH
u NHTtepnona?’ kao KpUTEPHUjyMH Ce IOMHILY: 0OUM TEPUTOPHjEe HA KOjOj OIITe-
heme, yaumreme onHocHO TIopemehaj y o6aBibamy (pyHKITH]ja IIPOU3BOIH ITOCIIS-
JIUIIC; TPajarbe IOoCIeUIa; 030UIBHOCT MOCHIeUIa C 003UPOM Ha TO KOje M KOJIMKE
Cy €KOHOMCKE TTOCIIeUIIEe, OpOj MPTBUX 1 TToBpel)eHUX, yTHIIA] HA )KUBOTHY Cpe-
JUHY U TOBEpPEH-E ITPeMa BIaCTH.

25 Tako HA IPUMED, EHEPTETCKY HHPPACTPYKTYPY IHHE: TEPMO U XUIPOEIEKTPAHE, TEPMO-
eJICKTpaHe — TOIIJIAHE U IPYTH 00jeKTH 3a IPOU3BOILY SJICKTPHYHE EHeprHje, Kao U elNeKTPoeHep-
TeTCKH BOJIOBH, JJAJICKOBOAM U TPaHC(OPMATOPCKE CTAHUIIE; 00jEKTH 3a IPOU3BOALY CICKTPUIHE
eHepruje u3 0OHOBJPHBHX M3BOPA; BUCOKE OpaHe M aKyMyJlallHje HaIlyleHe BOJIOM; 00jeKTH 3a
MPOM3BO/IbY W Npepany HadTe U raca, IpoU3BOABY Onoropusa u 6noteunoctu. Caodpahajuy
UHQPACTPYKTYpPy YHMHE: APYMCKH, JKCIC3HHUKH, Ba3lylIHN caobpahaj (ayTo-myT, Ap:KaBHU I1y-
teBu I u II penta; KaTeropucaHu U HEKaTErOPUCAHH Iy TEBH, MOCTOBH, TYHEIH, HaJIBOXKIHALH U ayTO-
OycKe CTaHMIIE; KEIE3HMYKA MPerKa, JKEJIC3HHUKEe CTAHHIIE; AePOAPOMH), PEUHH IJIOBHU Ty TEBH,
JyKe ¥ TPaHUYHH Npeasu UTA. Buan YyTcTBO 0 METONOJIOTHjH U3PAJE U CaipiKajy NMpOoLeHe
pu3uKka of katactpoda U 1iiaHa 3alTuTe U crnacasamwa, Cuyocoenu inachux PC, 6p. 80/19.

26 Yrpkoc 3aKOHCKOM POKY o1 6 Meceld, Biaga 1o TpeHyTKa mpeaaBamba TEKCTa pajga y
yaconuc 36opHuk pajgosa [IpaBror dpakynarera y HoBom Cany Huje qOHEIa MOJ3aKOHCKH aKT KO-
JU peryJiuiie 0BO MUTAME.

27 Bug. Protection of Critical Infrastructures against Terrorist Attacks: Compendium of
Good Practices, Compiled by Counter — Terrorism Committee Executive Directorate (CTED) and
United Nations Office of Counter — Terrorism (UNOCT) in 2018, 44.

28 Bup. wi. 2 Jlupextuse EBporckor caseta, Council Directive, 2008/114/EC on the identi-
fication and designation of European critical infrastructures and the assessment of the need to
improve their protection, Official Journal of the European Union, L 345/75.

29 Protection of Critical Infrastructures against Terrorist Attacks: Compendium of Good
Practices, Compiled by Counter — Terrorism Committee Executive Directorate (CTED) and United
Nations Office of Counter — Terrorism (UNOCT) in 2018, 44.
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V Peny6nunn XpBaTckoj Kao KpUTepujyMu? ce HaBOJE: JKUBOT U 3[IPABIbE
Jby/IM; Tpajame WTETHE TOCIeANLIe OTHOCHO opeMehaja y paay; oOuM nopeme-
haja omHOCHO KOTMKO he TPON3BOIM OHOCHO YCIyTe ONTH TIorol)eHe; 3aKOHCKH,
peryJiaTOpHH ¥ yTOBOPHHU 3HA4aj; IPUBPEIHA OTHOCHO (DMHAHCH]CKA IITeTa. AHa-
JIN30M TIPETXOTHUX PelIeha YTBPHEHO je 1a OMIITH KPUTEPHjyMHU 3a oxpelhuBa-
we KU Mory OMTH KBaHTUTATHBHU, KBAJTUTAaTUBHU U BpeMeHCKU. OBe BpCTe
kpuTeprjyma Anekcannep dekere’! medunmcao je U neTajbHUje pa3paano Kao:
KPUTHUYHY pa3Mepy (KBAaHTUTATUBHO MCKA3UBAKE MOCIICIUIIA Y AlICOTY THIUM UITH
peTaTHBHUM U3HOCHMA — BEIMUWHA TEPUTOPH]jE, Opoj KpTaBa, H3HOC MaTEPH]jaI-
HE IITETE U CIL.), KPDUTUYHO BpeMe (BpeMe Tpajama HedyHKInonucama KU, Bpe-
Me TIOTpeOHO J1a ce MOCIEIUIIe OTKIIOHE U CJI.) M KPUTHYHU KBaIuTeT (oxpelheHu
HUBO KBaJIUTETA MIPYKEHE yCIyTe, IPOU3BEIEeHOT 100pa 1IN MOBEpeme rpahaHa
y MPy’Kaola ycJryra olHOCHO JApKaBHE OpraHe, MOCTOjamhe OJPIKUBUX aJITepPHA-
TUBHUX PEILICHA U JIP.).

Ommrre KpUTEepHjyMe TIOTOM je TOTPeOHO Tajbe pa3spaauTH y CMHUCTY YTBP-
huBame cnenupUUHUX KBAHTUTATUBHUX, KBAJIUTATUBHUX U BPEMEHCKUX KPUTE-
pHujyma 3a cBaku ceKTop. CBaKu KpUTEPHjyM Ma CBOJCTBEHE TIOKa3aTehe, I1a TAKO
KBaHTUTATUBHU KPUTEPHUjYMH MOT'Y OUTH U3pakKEHU KPo3 OpOj JbYJICKHX KPTaBa,
Opoj objekaTa WM eeMeHaTa KOji Cy YHHIITEHH, H3HOC MaTepHjaHe MTETe,
TIOBPIIIMHY TEPUTOPH]E U CIL.; BPEMEHCKH KPUTEPHjyMH MOT'Y C€ U3Pa3UTH Y caTuMa,
JaHUMa, HeJleJbaMa, MecelliMa WITH TOJIMHaMa, JIOK e KBaJIMTATUBHU KPUTEPH]Y-
MU MOT'Y H3Pa3UTH OITUCHO (Ha MPUMEP: BUCOK, YMEPEH, HIU3aK HUBO WJIU CTEIICH
omrehema u ci1.). YrBphuBame ciemuduIHIX KPUTEPHjyMa 3a HACHTH(UKAIIN]Y
KW naspe 3axTeBa BUXOBO YKPIITalke YHYTap CEKTOpa, a 3aTUM YTBphuBame
cekTopcke Mehy3aBucHOCTH (KOja je HapOIUTO MPUCYTHA KO €HEPTeTCKOT CEK-
Topa, caobpahaja u HHGOPMAITMOHNX CUCTEMa) M Ha KPajy BbUXOBO BPEIHOBAE.

Paau nakmier u er3aktHujer oapehuBama rnpara KpUTHYHOCTH, 10 Y30py Ha
jenan Mozen 6010Bamba OBOAOM ofipehuBame KpuTHYHE HHPOpPMAHOHe HH(pa-
CTPYKType’?, CBe MmoKaszarejbe y OKBHPY CBHX BpPCTa KpUTEpHjyMa Moryhe je us-
pasutu onpehennm Opojem 6onoBa. Y Tabenn UCIOA AaTa je OpUjeHTallOHa I1-
ctpubymrja 6omgoBa o kputepujymuma ox 0 mo 100, mpu yemy yKymnaH H3HOC
OonoBa yka3zyje Ha o0uM nopemehaja y mpysKamy ycinyra, 3a10BoJbaBamby orpeda
1 CII. yKOJIIKO aohe mo omrehema ninn yaumrema K. 1To je 306up 60moBa cBUX

30 Pravilnik o metodologiji za izradu analize rizika i poslovanja kriti¢nih infrastruktura,
Narodne novine 47/2016, ¢l. 5.

31 Anexcanap @ekere 3anocieH je y CaBe3HOj KaHIENAPHjH 32 IINBUIHY 3aIITUTY U TIOMONH
npu kartactpodama y Hemaukoj. Bun. Alexander Fekete, Common Criteria for the Assessment of
Critical Infrastructures, International Journal of Disaster Risk Science, 2011, 2 (1): 18-19.

32 Soontai Park, Wans Yi, The Evaluation Criteria for Designation of Critical Information
Infrastructure, 8th WSEAS International Conference on E-Activities and information security and
privacy, December 2009, https://www.researchgate.net/publication/262257062, 16.8.2020.

964



36o0puuk pagosa [IpaBHor paxynrera y HoBom Cany, 3/2020

ToKasaTesba Ommku MakcuMmaTHoM u3Hocy (100 6omoBa), TO je 3Ha4Yaj TaKBE WH-
¢dpacTpykType KputnuHHUju. Ha Kpajy, moTpeOHO je onpennuTy rpaHuIly MpeKo
koje mHppacTpykTypa nmoctaje K. bomoBame Moke nOMmpuHETH yTBpHUBaHY
ontuMaiHor pemema 3a KU y Penyonuuu Cpouju jep Ou ce nHppacTpyKTypa y
3aBHCHOCTH O] ICKa3aHOT Opoja 00/10Ba MOTJIa pa3BpCTATH IIpeMa CTEIIEHY FeHOT
3Hauaja.

Ta6ena 1. Juctpubyuuja 6omoBa npema kpurepujymuma 3a oapehusame KU

Bpcra kputepujyma BonoBu (max)
KBaHTHTATUBHH KPUTEPH]YMHU 25
KBanutaTuBHU KPUTEPUjyMU 25
BpemeHncku kputepujymu 10
CekTopcka Mehy3aBHCHOCT 10
MehycekTopcka 3aBHCHOCT 30
YkynHo: 100

[o cripoBeeHOM MOCTYIIKY HICHTH(PHUKOBAKA ,,00jeUBEH U AehUHUCAH
TIPEJIOT CUCTEMA, MpeXkKa, 00jeKaTa M IbHXOBUX JIeJI0BAa HACHTU(HUKOBAHNX y Ha-
BeneHuM cektopuma MVYII moguocu Braau koja onpeljyje KI.“33 3akonom je
MIPOITACAHO JIa C€ aKT O o/ipeuBamy KpUTHYHE HHPPACTPYKTYpE aXXypHpa cBa-
Ke TOJIMHe, a HajkacHuje 110 31. nerieMOpa, 300T Uera Cy MHHHCTAapPCTBA HaJICKHA
3a cekrope KU ny>kHa 1a peoBHO, a HajMarke jeTHOM KBapTaTHO M3BemTaBajy MYII
0 HOBOHACTaJIUM IPOMEHaMa y cBOM ceKTopy. Onnykom o oapehusamwy KU ox-
pehyje ce mra je koukpeTHO KU y Perry6muin CpOuju unmMe HacTajy obaBese 3a
KOHKpPETHE cy0jeKTe KOji ce Y CMHCITY OBOT 3aKkoHa Ha3uBajy oneparopu KU.

Crenehu Bakan Tipo0JieM KOju je HASHTU(GHUKOBAH Y TOKY HCTPaKUBamba
jecTe HeaJIeKBaTHOCT M0JI0XkKaja, PyHKIIUje 1 cacTaBa OpraHU3aIMOHE jeUHUIIS
MYVII-a onaocuo PILIBC y cuctemy 3amrtute KM. Y penoBHUM OKOJTHOCTHMA
opranuzannona jenuauna MYII-a xoja mo 3akony Tpeda 1a ce opranusyje paau
BpIIIEH-a TIOCIIOBa Ha ypehuBamy, TaHupamy, KOOPIUHAIN]H, KOHTPOIN aKTHB-
HOCTH, KOMYHUKAIMjU U pa3MeHu uHpopManuja y esu ca KU, uma kipyuny
KoopauHupajyhy yiory y cucremy 3amrute KW, MehyTuwMm, y crydajy HacTyma-
Ba yrpokaBarma OJHOCHO y ClTy4ajy OMeTama pajaa uin yaumrema KU pykoso-
heme n koopauHAIM]ja Mepa U rmocioBa je y Hamimexaoctn PIIBC y ckmagy ca
30CPuYBC.

PeneBanTHa yIIOpEIHA pelIema’t Ipomucyjy mocedHo Temo Witk mocrojehu
OpraH Kao KOOpAMHHMpPajyhn HUBO MEHAIMEHTa Y OBOj 00JIaCTH KOju Ou Tpedaio

3 Jb. Crajuhi, 124. Uy Tom cMuciy Buau wiad 5. 30KM KojuM je IporucaH mocTynax uacH-
TuduKanmje.

34 Bun. pemewe y CAJI, Hemaukoj, @pannyckoj u Yjenumenom Kpassesctsy. [Topen
Tora mperie HeKux pemerma y Protection of Critical Infrastructures against Terrorist Attacks:
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na 00e30e1u jeTMHCTBEH U HHTETPUCAaH ONroBop Ha yrpokaBame KM, YV Ayctpa-
nuju ioctoju [loy3nana mpexa 3a pasmeny nadopmanuja, y CAJ] moctoje koop-
JUHALMOHA TEJIa HA HUBOY CEKTOPa M Ha MEl)yCEKTOPCKOM HUBOY, Y YjeAHHEHOM
KpassesctBy noctoju CekpeTtapujar 3a UBHIIHE MOCI0Be, y Kanaau koopauHa-
uyjy Bpun Harmonanuu mehycekropeku ¢popym, y Llnanuju mocroju Hanmonain-
HU CEKTOP 32 3alITHTY KpUTHYHE HHOPACTPYKTYpe U T/. 3ajeIHNYKA KapaKTepH-
CTHKA OBUX TeJIa jecTe MapTULHIALKja IPEACTABHUKA YIIPABJHAYKOT U U3BPIIHOT
nena cucrema samrtute KW y nuspy 6osper pazymeBama, pazmene nHpopmalyja,
yjenHauaBama IpaKkce y ceKTopuma u mely cekropuma u cil.

Ogze je ped o BUIlIEM KoopauHupajyheM HUBOy 0€30eTHOCHOT MEHAIIMEHTA.
TakBy ynory nmpema 3aKOHOM O CMambCHly PU3UKa U YIpaBJbaby Y BAHPEIHUM
cutyanujama moxe ja uma PIIIBC koju, kao HalroHaiHa miatdopma y 001acTu
CMamCeHa PU3UKA U yIIPaBJbakba BAHPEIHUM CUTYallljaMa, MOXKE A2 OKYIIH CTPYU-
WaKe, HaydHe pagHuke u ci1. MehyTum, Hagnexxnoct PHIBC ycrocTaBipa ce
caMo M3y3€THO, a KoMyHHKanuja ca MYII-om Bpiu ce moBoJOM KOHKPETHUX
norahaja. Otyna Ou Bnana Tpebano na ocHyje cTaqHy KOOpPAMHALMOHY TPYITY
(o y3opy Ha OHY U3 00JIacTH clipeuaBama Mparmba HOBLA U (PMHAHCHUPaba TePO-
pusma’’) koja Ou OKyIIHJIa CBE PEJICBAHTHE Cy0jeKTe yIpaB/hbauKor U H3BPIITHOT
Jiesla CUCTeMa 3allTUTe, alld ¥ Ipyra JIMLA Koja MOT'Y Aa JOIPUHECY YCHEIIHOM
pany, paay cTajgHe KOMYHHUKalije, KOOpAUHALje, pa3MeHe UCKycTaBa 1 po0iie-
Ma U cil., a Koja Ou Ouia BUIIM KOOPAMHALMOHM HUBO U 'y ofgHocy Ha MVII y
penoBHUM okonmHOCTHMa 1 Y onHocy Ha PHIBC y Banpennum cutyanujama. Tako
0u ce 00e30eamIa KOHTHHYHPaHa capa/iiba i KOMYHHUKAIM]a HA HUBOY KOJH MOXKe
Ja 00e30e11 HHTETrpalijy jaBHOT U IPUBATHOT ceKTopa. TakBo Telo, aHaJIOrHO
peliewy y 00J1acTH clipedaBama pamba HOBLA U (PMHAHCUPakba TEPOPU3MA, MOITIO
01 OCHUBATH CTPY4HE THMOBE, AHI'@)KOBATH €KCIEPTE, aJIM M YCIIOCTaBUTH U BO-
nutH peructap KU u perucrap pusuka.

4. 3AKJbYHAK

WnTerpucan u ¢pyakimonanan cuctem 3amtute KU npencraBiba nMmnepaTis
CBake Jip>kaBe. Y TOM CMHCIY Y pajly je U3BpIlieHa aHatu3a rnocrojeher monmntuy-
KOT M IIpaBHOT OKkBHpa cuctema 3amrure KU y Penyonunu CpOuju, usspiicHa

Compendium of Good Practices, Compiled by Counter — Terrorism Committee Executive Directo-
rate (CTED) and United Nations Office of Counter — Terrorism (UNOCT) in 2018, 51-55.

35 Bua. Omyky 0 06pa3zoBamy Koop/iMHAIIMOHOT Tejia 3a ClipevaBambe Mpamba HOBIA U (-
HaHCHpamwe Tepopusma, Cuyorcdenu taacuux PC, 6p. 54/18 u Onnyky o oOpa3oBamy CraimHe KO-
OpAMHAIMOHE TPYIIE 3a HaJ30p Haja cupoBohemem Hannonamnue crpareruje 3a 60pOy mpoTus
nparma HOBIA U QuHaHCHpaba Tepopusma, Cryocoenu tracnux PC, 6p. 37/15 u 90/17.
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YHOpPEIHA aHAJIN3a HEKUX KJbYUHUX IIUTaka y BE3U yyore 6e30€1HOCHOT MeHal]-
MEHTa Y OBOj 00ylacTu 1 yTBpl)eHU Mpessio3u Koju 0u Tpedasio aa JonmpuHecy
YCIIOCTaBJbalby MHTErPajiHOT U epukacHor cuctema 3amture KH.

VY PenyOnmuuu CpOuju He mocToju moceOHa cTpaTeruja y o0JacTH 3alITHTE
KpUTHYHE HHPpacTPYKType Koja je y cryanju OYH u MHTeprnona HaBeneHa Kao
npumMep npobpe mpakce y oBoj oonactu. Mehytum, nocrojeha Crpareruja y ooina-
CTH cllacaBamba U yNpaB/bamka Yy BAaHPEIHUM CUTYyallHjaMa MOXKE NIPEICTaBbaTH
100py OCHOBY 3a OpraHH30Bame U AejoBame cucrtema 3amtute KU, nok ce He
yCBOjU MoceOHa CTpaTerrja WM YCBOJU CTpaTeruja Koja o0yxBara CBe acleKTe
CMameHha PU3MKa 1 yrpaBibamba Kpu3ama. Ha oprannzanunonom miany Biana 6u
Tpebano na yTBpAu Kputepujyme 3a uaeHtTudukannjy KM, odpasyje cranny Ko-
OpIIMHAIIMOHY I'pyIy Koja Ou OMila IEHTPaTHO MECTO KOOPAUHAIU]e U KOMYHHU-
KaIija cBUX cy0jekarta cucteMa 3amrtute KU, nu3paam MeTom0I0THjy 3a TIPOIIEHY
pH3HKa 1 u3pagy 0e30e1HOCHUX IIJIaHOBA, YCBOJU HALIMOHAJIHY IIPOLIEHY PH3HKa
U JIp.

Kao BarxHa Mepa Ha IJIaHy YCIIOCTaBJbakha HHTETPUCAHOT CHCTEMa 3allTH-
Te 0110 OM OCHHMBAaME CTAJTHE KOOPAWHAIIMOHE TPYTIE KOja OM Kao BUIIIH KOOP/H-
Hupajyhiu HUBO OMJIa 3a/ly)KeHa 3a: KOOPJAMHAIIM]Y IOCI0OBa CBUX CyOjekara y
cucremy 3awrure K1; yrBphusame meTononoruje 3a u3paay MpoLeHe PU3HKa;
n3pay npeasiora HallMOHAIHE [IPOLCHE PU3KKa KOjy OM ycBajaia Biana; naBame
IpernopykKa y Be3u KpuTepujyMa Ha OCHOBY KOjUX ce BpIuu uaeHtudukanuja KU;
KOMYHHKAaIH]jy ¥ pasMeHy nHpopmanuja uamely ceux oosesnrnka 30KHW nosogom
nuTama Koja ce ogHoce Ha 3amtuty KU; yrBphuBame cMepHHUIIa 32 KOMyHHKa-
uujy u capajamwy MYIl-a u PIIIBC y penoBHUM U BaHpPEAHUM CUTYaIljaMa; opra-
HH30Bamkbe OKPYTIINX CTOJIOBA, CEMUHApa U KOH(EPEHITHja Ha KojiuMa Ou ce pasro-
BapaJo O MO3UTUBHHUM peLICHUMa, clabocTuMa 1 yTBphuBase pernopyke y Luiby
OTKJIamama caadocTu y cuctemy 3amrute KU; pasBujame 6e30enHocHe KyaType
Y TIOZICTULAFhEe CBECTH O MOTPEOU MHTETPUCAHOT HHCTUTYLMOHAIHOT OJrOBOpa
Ha yrpoxasamwe KU u ap.

Ha mmxem xoopauaupajyhem ausoy MVYII u PHIBC 3aapxanu Ou cBoje
HaJJISKHOCTH Ha TJIaHy KOOPIWHAIN]e U KOMyHHUKAIIHje ca 00BE3HUITNMA 3aK0-
Ha paJyl CMambemha PU3MKa OJHOCHO OTKJamama MTETHUX nocieanna. Ha omne-
paTUBHOM HMBOY MHHHCTAapCTBa HaasexHa 3a cektope KU, mopen mocrymnka
naentudukanuje Tpebano Ou na u3page CEKTOPCKY MPOLEHY PU3MKa U IpaTe
cTame y cBojuM obsactuma. be3dennocHn menanment omneparepa KM ocrao 6u
OJIrOBOpaH 3a u3paay akara (onrosapajyhux mpaBHUX akaTa, IPOICHE PU3HKa,
0e30eTHOCHOT TUTaHa U TUCTE HHANKATOpa), onpehuBame oduimpa 3a Be3y U Cpo-
Bol)ere KOHKPETHUX Mepa M aKTUBHOCTH Kojuma ce onepatop KU mtut ox cBux
00IMKa ¥ HOCHJIALa YIPOXKaBaba.
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Abstract: Term ,,critical infrastructure” became part of the post-Cold War
security discourse when the first legal and political acts, containing this term,
emerged. The Law on Critical Infrastructure in the Republic of Serbia was adop-
ted in 2018, and some of the most important issues regulated by the Law are the
competences and responsibilities of entities in the critical infrastructure protec-
tion system. The subject of our research was security management in the field of
critical infrastructure protection. As a result of the research in the paper: 1. Le-
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to be taken in order to establish an integrated protection system in this area have
been given.
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